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The week’s most consequential cybersecurity-tool releases.
1. Dalfox
Dalfox v3.1.0 ships a genuinely comprehensive XSS toolkit upgrade in one release: blind/OOB detection via interactsh, HAR file input from any proxy tool, AST-based external JS analysis, CSP/Trusted Types payload generation, WAF inspection-window bypass, four new attribute-decode mutations, and a global rate limiter — each of these alone would be noteworthy, together they make Dalfox a materially different tool for web-app testers than it was a week ago.
Dalfox v3.1.1 unifies server/MCP scan target params, consolidates debug logging, and bounds request fan-out for safer large scans.
Read the source
2. trufflehog
TruffleHog adds seven new validated secret detectors (OpenRouter, New Relic, Duffel, Shippo, IPinfo, Lob, HashiCorp Vault batch tokens) and an --exclude-archived flag for org-wide GitHub scans — a well-rounded drop-in upgrade for any secrets-scanning pipeline this week.
TruffleHog v3.95.9 adds 7 new secret detectors and archived-repo exclusion for GitHub org scans.
Read the source
3. Headscale
Headscale v0.29.0 brings SSH check-mode auth (OIDC or CLI approval before SSH access), policy test blocks (including sshTests), Tailscale Grants for Taildrive and traffic steering, nodeAttrs capability distribution, and HA subnet router health probing — making a self-hosted Tailscale control plane meaningfully closer to feature parity with the SaaS offering for practitioners who rely on it.
Headscale v0.29.0 adds SSH check-mode auth, policy tests, grants, Taildrive, nodeAttrs, and HA subnet router health probing.
Read the source
4. xsrfprobe
XSRFProbe v3 is a ground-up rebuild with 25 named CSRF checks covering token tampering, Origin/Referer bypass, SameSite gadget exploits (including client-side redirect and sibling-subdomain XSS paths), headless Firefox for browser-dependent tests, and machine-readable JSON output — a well-structured CSRF toolkit that goes well beyond what the previous version offered.
XSRFProbe v3 rebuilds the CSRF engine with 25 categorized checks, headless-browser SameSite bypasses, and JSON reporting.
Read the source
5. ssh-audit
ssh-audit v3.9.0 adds post-quantum warnings on all non-PQC key exchanges, built-in hardening guides accessible offline via --get-hardening-guide, UNIX socket scanning for containerized environments, and SOCKS5 proxy support — a practical set of additions for practitioners auditing SSH posture across modern and air-gapped infrastructure.
ssh-audit v3.9.0 adds post-quantum warnings, UNIX socket scanning, SOCKS5 proxy support, and built-in hardening guides.
Read the source
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