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The week’s most consequential AI tools releases.
1. Giskard
Ships `vulnerability_scan`, an autonomous red-teaming function that probes an agent across the OWASP LLM Top-10 (prompt injection, harmful content, stereotypes, misinformation) and reports findings — plus new LLM-judge checks (Toxicity, AnswerRelevance), regex/composition operators, and JUnit XML export for CI gating. The v3 rewrite into installable giskard-checks/agents/core packages makes it adoptable piecemeal.
Giskard v3 rewrites as a modular monorepo with new LLM judge checks, OWASP scanning, Suite batching, regex/composition operators, and JUnit XML export.
Read the source
2. AI-Infra-Guard
Adds a dedicated API security audit module (API Checker) with web-proxy integration and new detection for LLM API poisoning attacks, alongside a refactored agent red-team mutation engine (aig-agent-redteam v5.0.0) — extending the scanner from infrastructure fingerprinting into live API and agent attack surfaces.
AI-Infra-Guard v4.6.0 adds an API security audit module, LLM API poisoning detection, and a refactored agent red-team mutation engine.
Read the source
3. SkillSpector
Detects malicious bundled lifecycle hooks and directly-proven remote exfiltration of sensitive file/event content in AI skills (BH1–BH3), and adds transitive scanning of referenced skills plus inspection of hidden and nested ZIP/DOCX artifacts — closing a supply-chain gap in agent skills that manual review misses.
SkillSpector v2.11.0 adds npm lockfile scanning, bundled hook findings (BH1–BH3), and LLM sampling controls via SKILLSPECTOR_TEMPERATURE and SKILLSPECTOR_SEED.
Read the source
4. Promptfoo
Red team scans now support multiple input variables for probing systems with complex input structures, and add a Telecom industry plugin plus a RAG Source Attribution plugin to test whether retrieval systems properly attribute sources; a Transformers.js provider also enables fully local model testing in Node or the browser.
Promptfoo snapshot-20260823 adds adaptive rate limiting, Transformers.js local inference, telecom red team plugins, and multi-input red team scanning.
Read the source
5. ToolHive
Blocks MCP plugin upgrades whose signer identity differs from the lock file (exit code 4) unless explicitly confirmed, stopping silent malicious plugin swaps, and adds private-CA trust for embedded auth servers — building on the prior release's end-to-end Sigstore bundle verification for plugin artifacts.
ToolHive v0.46.0 adds private-CA trust for embedded auth servers and signer-rotation blocking on plugin upgrades.
Read the source
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