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The week’s most consequential cybersecurity-tool releases.
1. Cloudflare
Precursor delivers session-scoped behavioral bot detection injected transparently into HTML responses — no app changes, continuous re-evaluation across the full user journey, and privacy-preserving signal collection — a capability that didn't exist in any WAF product before this week; combined with Cloudforce One threat-intel fields in WAF custom rules and the BotBase bot directory, this is the most complete and novel security release of the week.
Cloudflare launches Precursor: continuous client-side behavioral signals that extend bot detection across entire user sessions.
Read the source
2. Keycloak
Keycloak 26.7 ships stateless multi-cluster mode (auth sessions in DB, no external Infinispan required), a SCIM API preview, an SSF 1.0 Transmitter with CAEP/RISC event profiles and durable outbox, an AuthZen PDP endpoint, and SAML step-up auth — a release that advances the open-source identity stack on multiple fronts simultaneously.
Keycloak 26.7.0 adds SCIM API preview, SSF real-time signals, AuthZen PDP, SAML step-up auth, and a new Admin API v2.
Read the source
3. xsrfprobe
XSRFProbe v3 is a ground-up rebuild delivering 25 named, severity-rated CSRF checks covering token tampering, Origin/Referer bypasses, and SameSite bypass via client-side redirect gadgets and sibling-subdomain XSS — with optional headless Firefox for browser-dependent tests and auto-validated PoC generation; no other tool this week covers this attack surface at this depth.
XSRFProbe v3 rebuilds the CSRF engine with 25 categorized checks, headless-browser SameSite bypasses, and JSON reporting.
Read the source
4. Docker Sandboxes
Docker Sandboxes adds SOCKS5 egress proxy support, a native SSH endpoint for pairing-free access, kit source allowlisting, and a secret import workflow that keeps credentials out of the sandbox environment — and closes a DNS-based data-exfiltration CVE (CVE-2026-12039) by gating DNS resolution on network policy — a runtime security sandbox that meaningfully advances the practitioner's ability to contain agentic workloads.
Docker Sandboxes v0.35.0 adds SOCKS5 proxy support, policy inspection/check commands, secret import, and a daemon management CLI.
Read the source
5. ssh-audit
ssh-audit v3.9.0 adds post-quantum gap warnings (flagging every key exchange lacking PQC protection), UNIX socket scanning for containerized environments, SOCKS5 proxy support, and built-in offline hardening guides — making it immediately actionable for practitioners auditing SSH posture ahead of quantum migration deadlines.
ssh-audit v3.9.0 adds post-quantum warnings, UNIX socket scanning, SOCKS5 proxy support, and built-in hardening guides.
Read the source
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