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The week’s most consequential cybersecurity-tool releases.
1. VulnHunter
Capital One open-sourced VulnHunter, an agentic SAST that maps attacker paths to dangerous sinks and filters findings through a multi-stage falsification pipeline, then runs a test-driven fix loop that writes a failing security test, implements the fix, verifies the exploit is blocked, and opens a reviewable PR. A headless CI/CD runtime and batch benchmarking harness make it deployable beyond the desktop.
Capital One open-sources VulnHunter: agentic AI SAST with attacker-first analysis, falsification engine, and automated fix-verify loop.
Read the source
2. noir
Noir now detects CLI application attack surfaces (argv, flags, env vars) across 17 languages, and adds schema-driven API analyzers, built-in HTTP server detection, enterprise legacy stacks (ColdFusion, Classic ASP, WebForms), and order-of-magnitude performance gains. It substantially widens what an attack-surface mapper can enumerate before a scan.
Noir v1.2.0 adds CLI app surface detection, 9 stdlib HTTP servers, schema-driven APIs, enterprise legacy stacks, and major perf gains.
Read the source
3. Pomerium
Pomerium Enterprise adds SSH session recording that captures every keystroke and terminal output for privileged connections, stored in portable asciicast format on any S3-compatible bucket with a Console playback UI. Native SSH also gains OAuth Authorization Code login, reverse tunnels, and jump-host mode, plus a 'revoke and block' incident-response option.
Pomerium Enterprise adds SSH session recording with full keystroke capture, S3-compatible storage, and a Console playback UI.
Read the source
4. Grype
Grype adds Go symbol-based reachability analysis that suppresses false positives by flagging only binaries that actually import the vulnerable symbol, cutting noise on stdlib and third-party Go advisories. It also adds Ubuntu ESM matching and a Chainguard OSV transformer.
Grype v0.116.0 adds Go symbol-based reachability analysis, Ubuntu ESM support, architecture-aware matching, and Chainguard OSV integration.
Read the source
5. Wiz Defend
Wiz Agentless Workload Detection now delivers EDR-like visibility into FortiGate appliances, Redis replication abuse, and npm supply-chain compromises by parsing local logs never streamed off the box, and ships detections for actively exploited CVEs including BeyondTrust CVE-2026-1731 and PAN-OS flaws.
Wiz Agentless Workload Detection gains EDR-like visibility into FortiGate appliances, Redis, npm supply chain, and more virtual appliance threats.
Read the source
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