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The week’s most consequential cybersecurity-tool releases.
1. Wiz Defend
Red Agent, a continuous autonomous AI pentester, is now GA—reasoning through business logic to find exploitable flaws in APIs and custom/vibe-coded apps and delivering proofs of execution with reproduction steps. New Web API Crawler, logic-driven API DAST, and Secrets Blast Radius modules also validate exposed secrets against real third-party SaaS APIs.
Wiz Defend GA's Red Agent AI pentester with Web API Crawler, logic-driven API DAST, and Secrets Blast Radius modules.
Read the source
2. Intruder
AI Pentesting delivers full web app penetration tests on demand, producing a PDF report with executive summary, severity ratings, reproduction steps, and remediation. It adds whitebox testing via code-repo integration and detects access-control, business-logic, and auth-bypass flaws that require multi-step chaining and are missed by static or dynamic scanning.
Intruder launches AI Pentesting: on-demand web app pentests with PDF reports, whitebox code repo analysis, and logic-flaw detection.
Read the source
3. OpenAI Codex CLI
Named and pinnable sessions with thread forking, Agent Plugins manifests, and WebSocket Code Mode land in v0.146.0, giving practitioners persistent multi-thread agent workflows. The latest alpha completes MCP 2026-07-28 client support for the newest Model Context Protocol spec and exposes cached MCP tools before server startup to cut latency.
Codex CLI v0.146.0 adds named/pinned sessions, thread forking, Agent Plugins, WebSocket Code Mode, and standalone web search for custom providers.
Read the source
4. tcpreplay
New AF_XDP and io_uring injection backends push replay to ~941 Mbps line rate on 1GigE hardware—a 23× improvement—while a new --loss flag simulates packet loss and the replay engine now installs as a standalone libtcpreplay static C library. Raw L3 injection for WireGuard/tun interfaces is also added.
tcpreplay 4.6.0 adds AF_XDP and io_uring injection backends, --loss simulation, --raw socket path, and a static libtcpreplay library.
Read the source
5. ConductorOne
Assign an approval step in a request or review policy to the C1 AI agent, which evaluates each request against custom guidance with every decision attributed to a system identity and recorded as a reviewable, audit-logged conversation. Per-user authentication for external MCP servers, group/role access reviews, and self-service scoped API keys round out the release.
ConductorOne adds AI agent policy steps, group/role access reviews, per-user MCP auth, and scoped personal API keys.
Read the source
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