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The week’s most consequential cybersecurity-tool releases.
1. Dreadnode
Adds a full traditional-ML red teaming suite — evasion, extraction, membership inference, and model inversion (20+ named attacks across tabular, image, and text) runnable via a new `dn airt run-classifier` CLI directly against a predict endpoint with no SDK code, plus MITRE ATLAS/SAIF/NIST mappings. The ATLAS multi-agent attack framework and per-finding privacy metrics round out coverage few AI red team platforms match.
Dreadnode adds 20+ traditional-ML attacks, `dn airt run-classifier` CLI, multi-agent ATLAS campaigns, and eval agent selection to its red teaming platform.
Read the source
2. Metasploit Pro
Adds a `MALLEABLEC2` option to every Meterpreter HTTP(S) payload to reshape C2 traffic with standard Malleable C2 profiles, alongside an HTTP-to-SMB NTLM relay module, eight new MCP tools for module/session control, and RISC-V payloads and encoders. A broad offensive release that meaningfully expands evasion and automation for red teamers.
Metasploit Pro 5.1.0-2026073001 adds MALLEABLEC2 HTTP(S) shaping, 8 new MCP tools, RISC-V payloads, expanded CertificateTrace/KerberosTicketTrace, and an HTTP-to-SMB NTLM relay module.
Read the source
3. Cribl
Launches an AI Observability app giving one console to search and investigate AI telemetry, with Sensitive Data Traces that pinpoint exactly where PII, credentials, and API keys appear in any trace or session, plus tool-call audit and cost/usage dashboards. A complete capability for teams trying to see and govern what their AI is actually doing.
Cribl launches AI Observability app — unified search, cost tracking, PII detection, and trace investigation across all AI models and providers.
Read the source
4. Aikido Security
Adds code-based DSPM that uses LLM agents to trace sensitive data from sources to sinks entirely from code — no production data store connection required — flagging credential leakage in URLs, API over-exposure, unsafe logging, and over-broad third-party/AI sharing. A novel path to data-exposure mapping without touching live data.
Aikido adds code-based DSPM: map sensitive data flows and find exposure risks without connecting production data stores.
Read the source
5. Prowler
Adds 20 AWS privilege-escalation Attack Path queries from pathfinding.cloud (with 22 new escalation combinations in the privesc check), plus 12 new M365 CIS checks, a new Huawei Cloud provider, and expanded MCP tooling for scans, triage, and alerts. A substantial multi-cloud posture and attack-path release.
Prowler 5.38.0 adds 20 Attack Paths privilege-escalation queries, 12 M365 checks, SAML multi-domain SSO, and compliance watchlists.
Read the source
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