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The week’s most consequential cyber tools releases.
1. Bugcrowd
Savant Pathseeker launches autonomous penetration testing that runs authenticated tests behind login, including external IdPs, and pushes validated findings straight to the Security Inbox — surfacing exploitable paths a team would otherwise wait for a manual engagement to find.
Bugcrowd launches Savant Pathseeker Early Access: autonomous penetration testing with authenticated test support and findings integration.
Read the source
2. Plerion
Builds an external access grant inventory across 97 AWS resource types and four sharing mechanisms — resource policies, role trust policies, RAM shares, and cross-account attributes — surfacing every external principal that can reach your resources, most of which teams had no consolidated view of. In-product access reviews let you assign owners, record keep/remove decisions, and raise a finding for every untrusted grant.
Plerion adds external access inventory and in-product access reviews across 97 AWS resource types and four sharing mechanisms.
Read the source
3. Endor Labs
Endor Labs AI SAST now scans C buildless in the IDE and on pull requests, pairing a call-graph/reachability engine with LLM reasoning to trace cross-function buffer overflows, use-after-free, and integer overflows that pattern-based rules miss — no compiler hook or reproducible build required.
Endor Labs AI SAST adds full C language support with buildless scanning in the IDE and on PRs.
Read the source
4. GitLab
GitLab 19.3 adds bulk-select agentic SAST False Positive Detection and Vulnerability Resolution against an existing backlog, so triage and fix-MR creation run across many findings at once — including SARIF-imported third-party scanner results, with progress and cancellation controls.
GitLab 19.3 adds bulk SAST False Positive Detection and Agentic SAST Vulnerability Resolution against existing vulnerability backlogs.
Read the source
5. Black Duck
Black Duck Polaris adds bidirectional triage, status, and fix-by-date sync across Jira, ServiceNow, GitHub/GitLab Issues, and Azure Boards, plus CI-native AI-assisted SAST fix pull requests and central rule governance enforced across pipelines, CLI, and integrations.
Polaris adds two-way bug tracker sync across five systems, AI-assisted SAST fix PRs, secure tunnels to on-prem SCMs, and central rule governance.
Read the source
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