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The week’s most consequential cyber tools releases.
1. Cycode
Agentic Code Scanning adds an agent layer that plans from a threat model and disproves findings before surfacing them, catching logic-level flaws like broken access control that rule engines structurally cannot express — it flagged real authorization CVEs (gitea CVE-2025-68941, next.js CVE-2025-29927) that Semgrep OSS, CodeQL, and Cycode's own rule engine all missed. Confirmed findings that generalize are auto-promoted into deterministic SAST rules so a class caught once re-runs at near-zero cost.
Cycode adds Agentic Code Scanning as a fourth scanning dimension, catching authorization vulnerabilities that rule engines structurally cannot detect.
Read the source
2. Horizon3 NodeZero
Adds autonomous WebApp and Azure Cloud pentest op types—crawling and testing authenticated production/staging web apps and assessing Azure control planes plus VM workloads in a single assumed-breach run with proof-based findings, extending autonomous exploitation into two attack surfaces it could not reach before.
NodeZero adds WebApp and Azure pentests, Australian data residency, Activity/Artifacts tabs, and expanded AD/Identity capabilities.
Read the source
3. Endor Labs
Package Firewall intercepts every package install request and returns a 403 for malicious, vulnerable, or non-compliant packages before they touch disk, backed by a real-time malware feed scanning new npm, PyPI, and Go uploads within minutes and cooldown enforcement on fresh versions.
Endor Labs: New Package Firewall capability intercepts every package install request and returns a 403 to block flagged packages before they touch disk, with clean packages redirected transparently to the upstream registry.
Read the source
4. adscan
Attack paths now cross domain and forest boundaries as a unified graph—cross-forest Kerberoasting, AS-REP Roasting, and ADCS ESC8/ESC11 relay routes across trusts—plus automated cross-forest escalation and a minimal-footprint krbtgt-only DCSync mode for proving full domain compromise.
ADscan v11.3.0 adds cross-forest attack paths, didactic mode, seasonal password spraying, and krbtgt-only DCSync
Read the source
5. Binary Ninja
Binary Ninja 6.0 ships a first-party MCP server and a Binary Similarity diffing platform (Google BinDiff and WARP providers) with automatic annotation transfer between related binaries, plus TMS320C6x DSP support and up to 2.16x faster analysis at 55% less peak memory.
Binary Ninja 6.0 adds a first-party MCP server, Binary Similarity diffing platform, TMS320C6x arch, and up to 2× faster analysis.
Read the source
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