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The week’s most consequential cyber tools releases.
1. Aurascape
Coding Assistant Guardrails inspect and enforce policy on live AI coding sessions across Claude Code, Copilot, and Cursor — blocking secrets pasted into prompts, destructive shell commands and git pushes, and prompt injection hidden in READMEs and MCP outputs before the client acts on them. It decodes SSE/WebSocket/gRPC/MCP streams inline, catching a class of exposure that only exists in flight and never touches an artifact scanner.
Aurascape launches Coding Assistant Guardrails to govern live AI coding sessions — blocking secrets, destructive commands, and prompt injection in flight.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. powershell-empire
Empire v7 lands 30+ BOF modules for in-memory recon, LDAP/AD enumeration, service abuse, LSASS dumping via static syscalls, and LAPS extraction, giving operators post-exploitation tradecraft that runs without dropping to disk. It also adds AES-256-GCM across the stack, chunked uploads past the old 1MB cap, and a one-command self-update.
Empire v7 adds 30+ BOF modules, AES-256-GCM, chunked uploads, persistent chdir, and a new `ps-empire update` subcommand⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. GitHub
Code Quality agentic autofix lets you bulk-assign up to 25 findings to Copilot to fix on a branch, self-validate, and open a reviewed PR. Paired with a new ruleset rule that blocks PR merges while secret scanning alerts stay open and enterprise-managed per-operation permissions for Copilot agent shell, file, and network actions.
GitHub Code Quality gets agentic autofix: assign up to 25 findings to Copilot in bulk and receive a reviewed PR.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Recorded Future
Launches Digital Risk Protection unifying malicious-site, impersonation, code-repository, dark-web and identity-exposure monitoring, surfacing compromised employee credentials from active infostealer logs within hours and lookalike phishing domains within hours of registration, with an AI triage agent and one-click takedown.
Recorded Future launches Digital Risk Protection, unifying brand and identity monitoring across five external threat surfaces in one workflow.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. RAPTOR
RAPTOR now generates an agentic checker per confirmed finding and adds a full SCA supply-chain pipeline, plus OCI-registry, Dockerfile, and tar scan substrates so it hunts and validates vulnerabilities across source and container images autonomously. Multi-LLM dispatch and Frida reachability wiring make the confirmed findings a team would otherwise miss the headline, not a faster UI.
RAPTOR v3.1.0 lands bulk audit mode, OCI/Dockerfile substrate, SCA supply-chain detection, multi-LLM provider support, and Frida reachability integration.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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