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The week’s most consequential cyber tools releases.
1. Zeek
Zeek 9 adds a native UDP packet source that ingests encapsulated (VXLAN/GENEVE) mirror traffic directly, letting clusters monitor cloud environments without packet-sniffing workarounds; it also switches cluster comms to ZeroMQ by default, adds Encrypted Client Hello detection, and forwards LDAP SASL payloads into ntlm/kerberos logs.
Zeek 9 ships ZeroMQ cluster comms by default, native encapsulated-traffic ingestion, systemd orchestration via zeek.conf, and new log fields.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. Qualys
Automated host isolation now fires natively through the Qualys Cloud Agent when a QQL policy matches — quarantining hosts with overdue CISA KEV vulnerabilities within seconds, no EDR integration required — paired with AI-powered patch reliability scoring that grades each patch before deployment.
Qualys TruRisk Eliminate adds AI-powered Patch Reliability Scoring and automated host isolation via Cloud Agent for overdue CISA KEV vulnerabilities.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Aviatrix
Adds Distributed Cloud Firewall East-West Layer 7 inspection and intra-cluster enforcement for EKS plus Premium ET Pro IPS rule feeds, letting teams catch lateral movement across cloud boundaries that was previously invisible, alongside FIPS 140-3 validated IPsec and end-to-end VRF multi-tenancy.
Aviatrix 10.1.0 adds FIPS 140-3 IPsec, end-to-end VRF multi-tenancy, DCF East-West L7 inspection, Premium IPS feeds, and Flexible Gateway Deployment.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Splunk Security Content
Twelve new analytics ship for browser-spawned Unix shells and C2, LOLBAS network abuse on uncommon ports, Socat tunneling, SCCM DLL planting, and macOS AppleScript execution — deployable detection content that catches techniques prior ESCU releases missed.
Splunk Security Content v6.6.0 adds 12 new analytics for browser shells, LOLBAS, macOS AppleScript, Socat, SCCM abuse, and a NIST AI RMF dashboard.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. Dreadnode
Traditional ML attack targets — extraction, membership inference, evasion, and inversion against fraud, image, and text models — are now provisionable by name across all organizations, extending Dreadnode's agentic red-teaming to classic ML systems.
Dreadnode adds traditional ML attack targets, light TUI theme, /reload and /transcript chat commands, and bulk workspace membership across all orgs.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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