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The week’s most consequential cyber tools releases.
1. SonarQube
SonarQube Hunter Agent adds AI-driven detection of business-logic, broken access control, and authentication/session flaws that static analysis and SCA usually miss. It lands findings as normal SonarQube issues with severity, file, line, triage, scheduling, and an auditable evidence trail, making it immediately usable in existing AppSec workflows.
SonarQube Hunter Agent adds AI-driven detection of business logic, access control, and authentication flaws as standard issues.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. Palo Alto Networks
Unit 42 Continuous Frontier AI Defense adds always-on agentic offensive testing that continuously finds, validates, and remediates exposures across web apps, APIs, cloud infrastructure, source repositories, and network assets. The Advanced Adversary Simulation validates end-to-end attack paths, closing a practical gap between asset scanning and proven exploitability.
Palo Alto Networks launches Unit 42 Continuous Frontier AI Defense, an always-on agentic offensive security service powered by Anthropic Claude Mythos 5 and OpenAI GPT-5.6-Cyber.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Semgrep
Semgrep Supply Chain adds zero-day malware detection that rescans customer repositories within minutes of a supply-chain incident and reports affected repos, projects, findings, and scan progress. The new org-wide response policies and Malware Firewall extend that from detection into automated alerting and pre-install blocking.
Semgrep Supply Chain adds zero-day malware detection with automated org-wide response policies and a malware firewall (private beta).⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Docker Sandboxes
Docker Sandboxes adds Cloud Sandboxes and an OCI-native Kit format that lets teams run coding agents in managed microVMs with declared network and credential authority. Kits, proxy-managed secrets, network policies, and authority-diff gating make agent execution governable rather than just isolated.
Docker Sandboxes adds Cloud Sandboxes: managed microVM compute in the cloud with `sbx --cloud run` and `sbx move --to cloud`.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. Cycode
Cycode Workstation Protection intercepts package install commands on developer machines in real time, enforcing cooldown policies and blocking known malicious packages before installation. That closes a supply-chain control gap upstream of CI by applying policy at the workstation regardless of package manager version or local config.
Cycode Workstation Protection adds real-time package install enforcement with cooldown policies and malicious package threat intelligence.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
Read this issue online
Subscribe free
EPUB/nav.xhtml
Table of Contents

		1. SonarQube

		2. Palo Alto Networks

		3. Semgrep

		4. Docker Sandboxes

		5. Cycode





