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The week’s most consequential cyber tools releases.
1. Operant AI
Agentic Commerce Defenses gate every agent payment across the x402, MPP, and AP2 protocols — blocking out-of-task spend, enforcing approved wallet destinations, and reserving budget atomically so concurrent agents can't double-spend — covering an attack surface no other tool inspected.
Operant Agent Protector adds Agentic Commerce Defenses and Semantic Firewall covering x402, MPP, and AP2 payment protocols.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. Belkasoft
Belkasoft X now does physical MTK-dump acquisition over BootROM mode for 23 MediaTek chipsets, decrypts FBE-protected userdata, and runs offline brute-force passcode recovery — a complete path to imaging and unlocking encrypted Android devices that investigators previously could not open.
Belkasoft X gains MTK dump acquisition: physical imaging, FBE decryption, and offline brute-force passcode recovery for 23 MediaTek chipsets.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Token Security
Token Security's Attack Path Analysis traces multi-hop privilege-escalation chains across AWS, Azure, Okta, Entra ID and GitHub — modeling human users, service principals, AI agents and GitHub apps as nodes with federated SSO and cross-account role assumption as edges, surfacing only the exploitable paths with the findings that make each hop work.
Token Security adds Attack Path Analysis to visualize multi-hop privilege escalation chains across AWS, Azure, Okta, Entra ID, and GitHub.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Endor Labs
AI Security Code Review deploys multiple agents to catch auth gaps, CSRF breaks, and crypto misuse that rule-based SAST/SCA misses on every pull request — paired this week with a new CI/CD Security line (pipeline discovery, repository posture management) and AI-generated Zero-Day Patches for novel open-source vulns.
Endor Labs launches AI Security Code Review — multi-agent PR analysis catching auth gaps, CSRF breaks, and crypto misuse missed by SAST.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. Aembit
MCP Tool Access Control enforces per-tool allow/block policies with glob patterns across both tools/list discovery and tools/call invocation, scoped by blended user, group, and workload identity and failing closed — least-privilege for AI agents sharing an MCP server that teams could not express before.
Aembit adds MCP Tool Access Control — per-tool allow/block policies with glob patterns and fail-closed audit logging for AI agents.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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