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The week’s most consequential cyber tools releases.
1. Zenity
Holds every Claude tool call for an allow-or-deny verdict before Anthropic executes it, via the tool_call Inference Hooks event across all Claude Enterprise surfaces with no endpoint agent — and taints sessions where prompt injection is detected so any follow-on tool call acting on injected instructions is blocked. Tool-provenance controls let policy admit only Anthropic-verified MCP servers.
Zenity adds pre-execution tool-call enforcement for Claude Enterprise via Anthropic's Inference Hooks, covering all Claude surfaces with no endpoint agent required.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. SentinelOne
Singularity ADR discovers, governs, and stops rogue or malicious AI agents at runtime across endpoints, cloud, and SaaS — inventorying every agent, tool, skill, connector, and MCP server with its permissions, and spanning Agentforce, Copilot Studio, ChatGPT, and Claude beyond MCP-gateway coverage. A Unified Storyline ties the agentic chain into the same execution graph as EDR.
SentinelOne launches Singularity ADR to discover, govern, and stop rogue or malicious AI agents at runtime across endpoints, cloud, and SaaS.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. GitLab
The new Business Logic Security Analyzer runs whole-repository scans for broken object-level authorization, missing authorization and mass assignment — vulnerability classes pattern-based SAST cannot detect — and reports them as first-class results in the merge-request security widget. GitLab Secrets Manager also reaches GA, scoping build-time secrets per job via OpenBao with full audit trails.
GitLab debuts Business Logic Security Analyzer in early access, catching BOLA, missing auth, and mass assignment flaws SAST misses.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Microsoft Entra
Dynamic Conditional Access for agents brings risk-driven, graduated enforcement—reducing permissions, blocking writes while preserving reads, narrowing scope, or isolating agent runtimes—and new Agent ID identity types bring unmanaged and locally discovered agents under policy even without prior Microsoft Security integration.
Microsoft Entra adds Agent ID identity types for unmanaged/local agents and Dynamic Conditional Access with graduated risk-driven enforcement for agents.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. Qualys Patch Management
TruRisk Eliminate 2.0 replaces ticket-driven patching with autonomous RemOps: TruConfidence picks the safest action per validated exposure — patch, mitigation, uninstall, or existing control — and Agent Sara executes it in customer-defined waves and progressive rings with automatic rollback on anomaly. Scanner-based remediation now reaches edge and perimeter devices agent-only tools miss.
TruRisk Eliminate 2.0 debuts TruConfidence AI orchestration engine and Agent Sara for autonomous, ring-based patch remediation at scale.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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