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The week’s most consequential cyber tools releases.
1. Aikido Security
External Network Pentesting sends AI agents to map your perimeter and exploit it from the outside — discovering subdomains, ports, and services, then chaining findings across hosts into a full attack path, with continuous retesting of newly discovered subdomains. No code access or credentials required.
Aikido Security adds External Network Pentesting — AI agents map your perimeter and exploit findings from outside, with no code access or credentials required⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. CyberArk
Idira Agent Identity Security reaches GA, issuing SPIFFE SVIDs and short-lived OAuth 2.1 credentials to each AI agent and enforcing tool-level least-privilege on MCP servers, with zero standing privilege for databases and an onboarding flow for shadow agents.
Idira Agent Identity Security is now GA with Prisma AIRS, adding OAuth 2.1 agent credentials, SPIFFE SVIDs, ZSP for databases, and MCP tool-level access policies.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Aviatrix
Clearance enforces per-workload outbound and lateral containment by workload identity across clouds, Kubernetes, and serverless — down to individual containers, databases, and AI agents — with a shadow-rule monitor mode that proves exactly which connections a policy would block before any enforcement.
Aviatrix launches Clearance: per-workload outbound and lateral containment with monitor-mode shadow rules and one-action enforcement/backout.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. OpenSSL
DTLS 1.3 per RFC 9147 lands in the most widely used crypto toolkit, alongside RFC 8701 GREASE and AVX-512/VAES post-quantum and AES-CBC performance work.
OpenSSL 4.1.0 adds DTLS 1.3, GREASE, IKEV2 KDF, DTLS listener API support, and post-quantum crypto performance boosts.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. Dreadnode
Dreadnode adds white-box AI attack support — GCG-family, embedding, generator, and activation methods run against a local open-weight surrogate — plus three new jailbreak algorithms and two classifier-evasion attacks, letting red teams test model internals rather than just black-box prompts. A deterministic tool_call_attack_landed scorer gives a judge-free success signal for agentic attacks.
Dreadnode adds white-box AI red-teaming attacks, three new jailbreak algorithms, two classifier-evasion attacks, and a deterministic `tool_call_attack_landed` scorer.⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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