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The week’s most consequential cyber tools releases.
1. SentinelOne
Singularity Agentic Detection and Response builds a live inventory of AI agents, tools, connectors and MCP servers with their permissions, and can contain an individual agent without halting the wider workflow — a control for an attack surface most EDRs do not yet touch. It also links AI-driven actions to subsequent processes to flag when an agent deviates from its task.
SentinelOne adds Singularity Agentic Detection and Response to discover, monitor, and contain AI agents across enterprise environments⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. GitLab
Orbit indexes projects, pipelines, security findings, and ownership into one relationship graph you can query in plain language to map a CVE's blast radius across a whole group, and external agents such as Claude Code and Codex reach it over MCP. It replaces manual correlation with a live, queryable context graph of the software lifecycle.
GitLab adds Orbit, a graph that connects CVEs to affected projects, pipelines, owners, and environments without manual correlation⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Joe Security (Joe Sandbox)
Adaptive Detonation adds an AI agent that runs a sample, identifies what blocked execution — an evasion check, missing prerequisite, or failure — then supplies missing launch arguments, adjusts the guest clock or environment, and re-runs the unchanged sample to surface behavior the first detonation missed. It automates defeating sandbox evasion that previously stalled analysis entirely.
Joe Sandbox adds Adaptive Detonation, an AI agent that identifies why a sample stopped, intervenes, and re-runs it to expose hidden malware behavior⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Sysdig Secure
Sysdig AI Defense is a runtime layer that blocks unvetted MCP servers, skills, and plugins before they run and holds risky credential reads for review, with every agent session recorded as an immutable, audit-grade action graph tied to an accountable human. Built from runtime telemetry across Claude Code, Codex, Copilot, and Cursor, it lets a team stop and prove agent actions from endpoint to cloud rather than just inventory them.
Sysdig Secure adds AI Defense, a runtime security and governance layer that sees, stops, and records every action AI agents take from endpoint to cloud⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. OWASP ZAP
AI Assisted Authentication uses an LLM to drive a real browser through multi-step logins that Browser Based Authentication heuristics cannot handle, then converts the successful session into a reusable Zest replay script — closing a long-standing gap where complex auth flows left apps unscannable. The same release adds OAuth2 client_credentials and password-grant authentication.
OWASP ZAP adds AI Assisted Authentication to handle complex login flows using an LLM to drive the browser and auto-generate a Zest replay script⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
Read this issue online
Subscribe free
EPUB/nav.xhtml
Table of Contents

		1. SentinelOne

		2. GitLab

		3. Joe Security (Joe Sandbox)

		4. Sysdig Secure

		5. OWASP ZAP





