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The week’s most consequential cyber tools releases.
1. Semgrep
Semgrep ships Mandoline — a new program analysis engine scoring 100% on the OWASP Benchmark for Java with no AI token usage — alongside Guardian AI-powered detection of IDOR and BOLA at code-generation time, and a Context Layer that surfaces 2x–7x more real vulnerabilities in agentic workflows; together these close the gap between rule-based SAST and the class of business-logic flaws that rule engines structurally cannot find.
Semgrep adds Mandoline, a program-analysis engine for agents with MCP, gRPC, and CLI interfaces across 50 languages⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
2. Endor Labs
Endor Labs AI SAST launches a multi-agent pipeline that orchestrates detection, triage, and remediation agents to find IDORs, broken access control, and insecure design across the full OWASP 2025 Top 10 — automatically classifying 95% of findings as false positives before they reach the security team — with C support delivering working exploits and call paths, and BYOK so model requests never leave the customer's own provider account.
Endor Labs adds AI SAST that orchestrates multiple specialized agents to detect business logic flaws and reduce false positives by up to 95%⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
3. Zscaler
Zscaler's Zero Trust Browser now streams thick-client applications — SAP GUI, database utilities, developer IDEs — inside isolated, ephemeral cloud environments rendered directly in a browser tab, with no local VDI client, endpoint agent, or customer-managed infrastructure required; this closes the last major gap in browser-delivered zero-trust access that previously forced organizations to maintain VDI for non-web apps.
Zscaler's Zero Trust Browser now streams thick-client applications like SAP GUI and developer IDEs through isolated, ephemeral cloud environments, removing the need for VDI i⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
4. Prowler
Prowler adds an emerging threat signature engine — no prior art found — that lets practitioners supply threat signatures per scan to match compute instances across AWS, Azure, and GCP against affected image publishers, name patterns, version ranges, and exposed ports, with Amazon Inspector CVE correlation to automatically clear false positives; three new checks fire on matched instances and store structured threat data in a new `Check_Report.raw` payload.
Prowler adds emerging threat signature checks for AWS, Azure, and Google Cloud compute instances, plus two new AWS checks for OAM and Organizations delegated administration⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
5. teleport
Teleport Beams runs AI agents in micro-VMs with delegated X.509 identities scoped to the current task (auto-expiring in 12 hours), MITRE ATT&CK session scoring, Phases for Git-like filesystem snapshot and fork across runs, agent-initiated JIT access requests, and MCP tool-level RBAC with short-lived certificates — the first tracked tool to give AI agents hardware-isolated, identity-scoped, auditable infrastructure access rather than inheriting a user's full role set.
Teleport adds Beams, a secure runtime for AI agents with delegated X.509 identities, micro-VM isolation, and MITRE ATT&CK session scoring⁠︀︄︇︀︅︉︀︅︀︀︃︀︀︅︅︀︅︊︀︄︆︀︃︄⁠
Read the source
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